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The complexity in today’s control rooms is vast and increasing

action WWHU ——= T

Control rooms today Challenges for operators

Hundreds of qualified decisions to be made
each day

50 000+ sensor values to monitor

Thousands of alarms per day

Minutes to identify root cause and make
correction to avoid major disturbance in
production

Thousands of failure modes that may
cause shutdown
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Safety & Automation System (SAS)

Engineering Equipment and Materials Users Association (EEMUA 191)

 An alarm will indicate a
problem requiring operator [ =
action generally initiated by
a process measurement
passing a defined alarm
setting as it approaches an
undesirable or potentially
unsafe value. It may also
indicate equipment status
becoming unhealthy.

A Specific Transmitter
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Perfect Alarm Ranking

Warning, Action alarms &
ESD shutdown level alarms

Warning, Action alarms

Manual Pushbuttons
Manual Pushbuttons
) . . Failure in performing a
Failure in performing a shutdown action
shutdown action
_ Conflict
Conflict

Pre-Warning alarms (smoke)

Critical system and

Critical system and
components failures

components failure

Failure of detectors

ESV failure with no demand
Non-Critical F&G
Non-Critical ESD System System alarms

alarms

Failure in performing a

shutdown action Health critical alarms e.g.,

Breathing air, Eye washer
Conflict

Critical Warning alarms
from hydrocarbon or essential
utility systems that may
escalate to a PSD trip
Critical system and
components failure

Critical Warning alarms

Trip & PSD shutdown level
alarms with risk of escalation

Critical system and

components failure Conflict

Less critical Warning alarms

Less critical Warning or Trip

alarms from non-escalating
events

Trip & PSD shutdown level
alarms, without risk of
escalation

Failure with no demand ML U
PCS system failures or
component failures for all PCS
signals

Non-Critical PSD
System alarms
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Alarm System
Example

HH alarm was enabled, and you can see
that the Alarm Helper opens with the

HH tab.

To open the helper —the control room
operator can right-click on the faceplate
and select the alarm helper.

The text in the alarm systems will stay
the same until a control room operator
requests a change.

k44 31-PDT-6175 : Main F
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4 [31-PDT-6175TA

aceplate

31-PDT-6175

INLET HEATER

YiN

Status | Trend Force

|

Force

Foroe x)
Field value
Logic value

0.0

6.0 barl

|

- Vi® % - 0
31-PDT-6175
DIFF PRESSURE ESDV 6153
Alarm Information Information Alarm Change Recorder
Cause of alarm
Fault High difference pressure across ESDV 6153 becasue DS system not
pressurized

Consequence if missed
Prevent opening of ESDV 6153

Operator response
Pressurize DS through ESDV 6154

Rate of change
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Alarm response system

How is the knowledge captured?

* 1-2 experienced operators to fill in
Alarm details for each critical alarm

* It takes typically 1 hour to handle 5
alarms

How is this tool used?

* When an alarm occurs, the CRO can
click on the alarm to see the 4
information fields

Ei Alarm details >



The challenge:
One individual alarm is a symptom of a root cause
One root cause will have multiple alarms



An alarm can develop into different consequences

A Specific Transmitter

Hazard
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A transmitter can observe multiple causes
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Multiple sensors to create “Fingerprint”

All Transmitters
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Operator Performance

HMI Screens, Large Screen, Alarms,
Alarm Management Tools, CCTV,

“ Field operators, Maintenance staff

Experience, Competence,

Stay focused,
Capacity

Communication

Experience, Competence, Capacity
(The operator response chart)
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A different approach to alarms

Counteraction

Fastest and safest return to normal situation

2 Consequence

Future propagation of the abnormal situation

Cause

Immediate detection of the root cause behind
the abnormal situation




TOP CAUSES VERIFY 3 SUPPORTING OBSERVATIONS MITIGATE POSSIBLE CONSEQUENCES

Ranked-Causes Ranked Consequences

3 1ST STG RECOMPRESSION

23PT0082
Suction Pressure
23VA001
HP Flare In = Stabilisation separator pressure o
HP Flare system to Recompression ©® PRODUCTION CRITICAL 6
/* CORRECTIVE ACTIONS 20PT0303 Discharge pressure A7 23PT0303 Pressure

Tune process control parameters to include this

scenario (conditional setpoints) 23KA001 High Power Trip

23KA001 Speed

(o) (o) (o)

23KA001
Okl = ions
AT ]
I 20VA003 Flaring
Increase compressor capacity (modification
o
i) Discharge pressure
23KA001 1st stg. Recompressor
Gas inlet 20VA003
-~ Flow of gas to stabilisation separator "l ,@ VERIFY CAUSE 0> MITIGATION STEPS ® ENVIRONMENTAL 2
«, Gas to Recompression "l {e: HP flare pressure high? Open gas injection choke (if possible)
Gas flow to 1st stg. suction cooler from Stabilisation .. v
{e: Comp em n\«furge line? a |°‘“s
o f'OJW m}rﬂ‘l‘lgmqulﬁ . Il {e} Low gas injection rate? Flanng (I sort - emissions)
OVAC rface level control valve
w 20VL0177 ; ”
Inlet separator Qil level ctrl valve
«, Well Stream to 20HBO01A |
Multiphase flow from Manifold to 20HB001A 3 CONFIRMED OBSERVATIONS 3 CURRENT 1 RECENT 4 STALE
. 20VL0176 |
Inlet separator Qil level ctrl valve
m 20PT0303 Discharge pressure PT  Value

(m)
| servations irom
23KA001 1st stage Recompresso 8 min ago 23KA001 Speed D M

Compressor speed

Value

Discharge Enthal
£ - | 23VA001

23KA001 1st stage Recompresso 17 min ago LAl ) PT Value
Stabilisation separator pressure

VIEW MORE CAUSES

15

15:45 15:50 15:55 16:00 16:06 16:10 16:15
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Situational Management

Situational analysis

Evaluate
operational
targets

Find conse-
quences

Find root
causes

Recognise
deviation(s)

Observe

Action planning and execution

Decide
whether to

act Intervene
. Select
Do nothing
means and
objectives
Prepare
counter-
action plans
Execute
counter-
action plan

Command

A rational process of management of

situations in complex systems

:Ar\wtolves two phases: Analysis and
ction.

Humans tend to violate these
principles by making shortcuts based
on experience and knowledge.

Lack of informed decisions can lead to

suboptimal production, abnormal
situations, shutdowns or disasters

Decision Supﬂort Systems that guide
the operator thru the process are
recommended
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|CSS offerings

Hardware and software modules

ICSS players

Kairos

Software

HW

Consequence
Some
overlapping
functionality
Root cause

Alarm ranking

Alarm Management

Honeywell

= AL HR HD
kovasatre PR EDED SIEMENS
s

YOKOGAWA EMERSON

= Some Alarm response manual
proposes counteractions to
individual alarms

* Some systems are providing a
list of potential consequences
of individual alarms

= Partly done by todays alarm
management software

= Not always done in real-time

* Important feature of most
systems

= Required by Norwegian law

Most ICSS players with regular
alarm management routines

* Some services done by 3rd part

= Essential part of any ICSS
system

= Most ICSS software providers
with strong process and safety
offering

Al

= November 2020 Release
= Counteraction assistance to
the operator

= Calculating the consequences
of alarms in real-time

= lllustrating list to operators

= Identifying the root cause
based on MFM-modelling and
alarm signals

O O0O000eE
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Goal Hierarchy

>

Energy demand

Energy consequence:
Outside emissions sweet-spot

Production consequence:
Outside operating envelope

Safety:
Safe shut-down

Plant throughput




Oil Gas

Water Utilities




. Condensate
pump power

WATER

OIL

B\
| ®
|

YOU CAN IMPROVE EMISSIONS

‘ Injection compressor recycle valve

. Electric coalescer power consumption

GAS

Injection compressor
suction flow

UTILITIES

Injection compressor
surge margin

Cooling water
filter resistance
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Control Room Assistant

Domain Knowledge
Functional Modelling

Data Analytics - Al
Rule Based Technology

Big Data

Real Time Data

In Real Time

COUNTERACTION

Fastest and safest return to normal
situation

CONSEQUENCE

Future propagation of the

abnormal situation

CAUSE

Immediate detection of the root
cause behind the abnormal

situation
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Kairos Suite

= |-time
Al
w

Big Data
Real Time Data

Immediate detection 01 uic .o _
cause behind the abnormal
situation
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Understanding

MFM Approach — Process Knowledge Digitalization
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Zhang, X. (2015). Assessing Operational Situations.
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MFM Model — Qualitative Physics Al
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MFM model (3.stage compressor)
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— Mass Flow O ., NI . Y
— Energy Flow T

— lllustrates the fault propagation AN

between the components
25 Cooler
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Safeguard Mapping

« Map barriers for every root cause

Process variables

Process variable state and causal trees

Valve

Pump Flow

Hot Lig temp|

Cold Liquid Out

Hot Air temp

Press Out

Cold Lig temp

Cold Air temp

Solid Deposit (Inspect)
Press In
Storage
Pump Power
Fan Power

Root cause
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Counteraction — Causal mode graphs

>

 Understand barriers

* For every cause
» Against operating procedure
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ROOT CAUSE

[24H1001 Gas Inlet Temp)

&

(24H1001 CM Outlet Tempj

/

(Heat Transfer Efﬁciency) (24H1001 Mtn Gas Temp)

H Condensate in Contactor

Hydrocarbons

COUNTERACTION

OOOOO

CONSEQUENCE
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Counteraction - Cause Mitigation

» Group and combine causal graphs

Performance

Maintenance
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Kairos — Control Room Assistant

Multilevel Flow

Modelling (MFM)

Faster and better

decisions

AN

Multilevel Flow Modeling (MFM) is
a modeling strategy, designed to
model the goals and functions of
complex industrial systems.

One-Sensor=0ne-Alarm

All Sensors = Two lists ranking
possible causes and
consequences in Real Time.
Avoid alarm flooding due to early
counteractions by operators.

Provides the operators with an
improved status overview of the
entire flow system

- Increased safety offshore, and
reduced downtime and production
loss







