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Agenda

• Background Kairos Technology
• The challenge of alarms
• A different way to address alarms

• From symptoms to diagnoses
• Alarm traffic control

• Technology enabler
• MFM Multilevel Function Modelling
• Qualitative physics AI
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Kairos Technology - Background

Pilots and clients
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• Established 2014
• 22 employees
• 5 PhD´s

• Investors
• Eldor Holding
• Skagerak Maturo
• Proventure

• Technology
• Multilevel Flow Modelling theory from DTU
• Developed in JIP with Chrysaor (Harbour), 

TotalEnergies and Danish Hydrocarbon 
Research and Technology Centre (with 
funding from Research Council of Norway)
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50 000+ sensor values to monitor

Thousands of alarms per day

Thousands of failure modes that may 
cause shutdown

Control rooms today Challenges for operators

Hundreds of qualified decisions to be made 
each day

Minutes to identify root cause and make 
correction to avoid major disturbance in 

production

The role of operators: Take action when the automation fails

The complexity in today’s control rooms is vast and increasing
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Safety & Automation System (SAS)

• An alarm will indicate a 
problem requiring operator 
action generally initiated by 
a process measurement 
passing a defined alarm 
setting as it approaches an 
undesirable or potentially 
unsafe value. It may also 
indicate equipment status 
becoming unhealthy. 
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Engineering Equipment and Materials Users Association (EEMUA 191)
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Perfect Alarm Ranking
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Alarm System 
Example
HH alarm was enabled, and you can see 
that the Alarm Helper opens with the 
HH tab. 

To open the helper – the control room 
operator can right-click on the faceplate 
and select the alarm helper.

The text in the alarm systems will stay 
the same until a control room operator 
requests a change.
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Alarm response system

How is the knowledge captured?

• 1-2 experienced operators to fill in 
Alarm details for each critical alarm

• It takes typically 1 hour to handle 5 
alarms

How is this tool used?
• When an alarm occurs, the CRO can 

click on the alarm to see the 4 
information fields

8
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The challenge:
One individual alarm is a symptom of a root cause

One root cause will have multiple alarms
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An alarm can develop into different consequences
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A transmitter can observe multiple causes
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Multiple sensors to create “Fingerprint”
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Operator Performance
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Stay focused, 
Communication

HMI Screens, Large Screen, Alarms, 
Alarm Management Tools, CCTV, 
Field operators, Maintenance staff

Experience, Competence, 
Capacity

Experience, Competence, Capacity 
(The operator response chart)



©
 K

ai
ro

s 
Te

ch
no

lo
gy

Counteraction

Consequence

Cause
Immediate detection of the root cause behind 
the abnormal situation 

Future propagation of the abnormal situation

Fastest and safest return to normal situation 3
2
1

A different approach to alarms
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Situational Management

• A rational process of management of 
situations in complex systems 
involves two phases: Analysis and 
Action.

• Humans tend to violate these 
principles by making shortcuts based 
on experience and knowledge.

• Lack of informed decisions can lead to 
suboptimal production, abnormal 
situations, shutdowns or disasters

• Decision Support Systems that guide 
the operator thru the process are
recommended
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ICSS offerings

17

§ Calculating the consequences 
of alarms in real-time

§ Illustrating list to operators

§ Identifying the root cause 
based on MFM-modelling and 
alarm signals

§ November 2020 Release
§ Counteraction assistance to 

the operator

§ Some systems are providing a 
list of potential consequences 
of individual alarms 

§ Partly done by todays alarm 
management software

§ Not always done in real-time

§ Important feature of most 
systems

§ Required by Norwegian law

§ Most ICSS players with regular 
alarm management routines

§ Some services done by 3rd part

§ Essential part of any ICSS 
system

§ Most ICSS software providers 
with strong process and safety 
offering

§ Some Alarm response manual 
proposes counteractions to 
individual alarms

ICSS playersHardware and software modules

S
o
ft
w
a
re

DCS SIS

Alarm systems

Alarm Management

Alarm ranking

Root cause

Consequence

Counter-
action

Kairos

Some 
overlapping 
functionality

H
W
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Goal Hierarchy
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Oil

Oil Gas

UtilitiesWater

Green when no 
production targets are 

at risk

Quadrant indicates 
system at risk

Distance based on risk 
( cause ranking x 

consequence impact )

Inside circle implies 
acceptance criteria 
has been exceeded

Yellow when 
production acceptance 
criteria are exceeded

Show safety risk when 
the circle is yellow
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Control Room Assistant

Domain Knowledge
Functional Modelling

Big Data
Real Time Data

Data Analytics - AI
Rule Based Technology

CONSEQUENCE

COUNTERACTION

Future propagation of the 
abnormal situation

Fastest and safest return to normal 
situation

CAUSE
Immediate detection of the root 
cause behind the abnormal 
situationIn Real Time
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Kairos Suite
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MFM Approach – Process Knowledge Digitalization

23 Zhang, X. (2015). Assessing Operational Situations. 
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MFM Model – Qualitative Physics AI
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MFM model (3.stage compressor)

Cooler Cooler

Cooler

Scrubber
Compressor

– Mass Flow

– Energy Flow

– Illustrates the fault propagation      
between the components
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Safeguard Mapping

• Map barriers for every root cause
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Counteraction – Causal mode graphs

• Understand barriers
• For every cause
• Against operating procedure
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ROOT CAUSE

CONSEQUENCE

COUNTERACTION
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Counteraction - Cause Mitigation

• Group and combine causal graphs

28
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One Sensor = One Alarm
All Sensors = Two lists ranking 
possible causes and 
consequences in Real Time.
Avoid alarm flooding due to early 
counteractions by operators.

Provides the operators with an 
improved status overview of the 
entire flow system

à Increased safety offshore, and 
reduced downtime and production 
loss

Multilevel Flow 
Modelling (MFM) Kairos Faster and better 

decisions

Multilevel Flow Modeling (MFM) is 
a modeling strategy, designed to 
model the goals and functions of 
complex industrial systems.

Kairos – Control Room Assistant
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Bernt Eldor
Sales & Marketing Director
Tel: +47 900 87 545
Bernt.Eldor@kairostech.no


